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Ransomware Attacks

Since July 2, 2021, the Cybersecurity & Infrastructure Security Agency (CISA)
along with the FBI have been responding to a global cybersecurity incident in
which cyber threat actors executed ransomware attacks - leveraging a
vulnerability in the software of Kaseya VSA on-premises products - against
Managed Service Providers (MSPs) and their downstream customers.

In addition to the CISA announcement, you can
read more about this attack and affected MSPs
from Cisco Security or the Cisco Talos Threat
Advisory page.

Check out this video for attack facts and what it all means
for defense plans moving forward:

https://mailchi.mp/dsitech.com/9-ways-to-avoid-ransomware-attacks?e=[UNIQID]
https://dsitech.com/about/news/tech-topics-newsletter/
https://us-cert.cisa.gov/kaseya-ransomware-attack
https://blog.talosintelligence.com/2021/07/revil-ransomware-actors-attack-kaseya.html
https://us-cert.cisa.gov/kaseya-ransomware-attack
https://blogs.cisco.com/security/it-was-a-long-weekend-heres-the-vital-info-on-revil-and-kaseya-vsa
https://blog.talosintelligence.com/2021/07/revil-ransomware-actors-attack-kaseya.html
https://players.brightcove.net/1384193102001/41XYD7gTx_default/index.html?videoId=6262721577001
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How to Avoid Ransomware

Ransomware attacks happen
constantly and to all types of
agencies, businesses, governments,
organizations, and school systems.
These nine security practices
provide guidance for preventing an
expensive and harmful ransomware
attack from happening to you.

Not sure what to do next? Simply
reach out to DSI and we’ll help get
you started!

Download the handout to learn more about each of these actions:

 Email Filtering &

 Anti-Phishing Training

 Vulnerability &

 Patch Management

 Multi-Factor

 Authentication (MFA)

 Password Management

 Disable RDP Access

 Privileged Access

 Management

 Segregated & Tested

 Backups

 Monitoring &

 Response

 Incident Response Plan

Let us protect you! Get a network security assessment,
product demos, and expert advice:

Join the DSI Team
DSI is committed to employee satisfaction through our benefits program and a
friendly, team-based culture. We provide a positive environment for you to
grow, learn, and excel as an industry professional. If you are looking for an

Contact DSI

https://mcusercontent.com/829d371bc5a6ed11ab150c6d9/files/f976345d-c415-642c-ac39-2667e91650b6/How_to_Avoid_Ransomware.pdf
mailto:sales@dsitech.com?subject=How%20to%20Avoid%20Ransomware
https://mcusercontent.com/829d371bc5a6ed11ab150c6d9/files/f976345d-c415-642c-ac39-2667e91650b6/How_to_Avoid_Ransomware.pdf
https://dsitech.com/careers/
https://dsitech.com/contact/
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exciting place to work that challenges your abilities and is financially solid and
growing every year, then this is the place for you!

The DSI team is growing! Current job openings & career paths include
Accounting, Engineering, HR, and Sales (Federal & SLED in various locations).

Visit the Tech Topics Newsletter Archives Webpage

DSI provides complete IT solutions and services that are secure, innovative, energy efficient, and cost
effective. Our customers include State & Local Government and Education (SLED), Federal agencies, and

commercial companies. We hold nationwide contracts that are supported by a team of industry
professionals and certified engineers. Learn more at dsitech.com.
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