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Companies should implement the principle of least 
privileged access, where each user or service 
account should be given the minimum level of access 
necessary to perform the job. Privileged accounts 
should be carefully protected and universally require 
MFA and strong passwords.

Companies should also maintain and periodically 
audit an inventory of all privileged accounts. These 
accounts should be used only for tasks requiring 
elevated privileges, and administrators should have 
a second non-privileged account for all other tasks 
such as logging into their workstation, email, drafting 
documents, etc. Privileged service accounts are a 
frequent source of compromise and should not be 
overlooked. Service accounts should have the same 
or more restrictive access controls as equivalent user 
accounts.
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